Bucoka wikona enexkiupoitiexHuke U pauyHapcitiea, uHciuanayuja guiuituanHol cepiuuguxaiua

YNyTCTBO 3a MHCTanauujy
AurntTasiHor ceptupukarta

CepTudmkaLMoHN ayTOPUTETU

Kaga ce kopucte Web arnnmkaijuje Koje of KODUCHHUKA OU€Kyjy YHOC JIO3UHKH M JIPYTHX
ToBep/bUBUX MH(OPMaIIH]ja, BaXKHO je [ja Ta KOMYHHKalL1ja dy/ie MoBep/brBa, Kao U [ja je UJeHTUTeT
Web cepepa kome ce yrnyhyjy rnoBepsbrBe WH(MOpMaLije T0y31aHo yTBpheH.

Ceptudukaronu ayropuretu (Certification Authority, ckpaheno CA) cy opranu3saiiyje ¥ eHTUTETH
KOjU jaMue 3a UJEHTUTeT cajToBa Ha VIHTepHeTy.

Ty dyskimjy obesbdel)yjy qururasHum nornvcoM cepTU@UKara cajToBa Koje KOpUCHULM riocehyjy.
OmnepaTuUBHU CUCTEM U Tperyiefiad Beb cajip)kaja MHULMjaJHO Bepyjy caMo JAWTUTaJHKAM MOTIUCAMA
Be/IMKU KOMepLMja/HUX CepTU(UKALMOHUX ayTOpUTeTa, UWju Cy CepTh(UKaTh CacTaBHU [ieo
VHCTaJlalje OrnepaTuBHOT CUCTEMa.

MoTpebda 3a gogaTHOM MHCTaaUujom cepTudmkaTa

Bucoka 111Ko/ia efleKTpOTeXHUKe U padyHapCTBa MMa CONCTBEHO CepPTU(MKALMOHO TeJlo Koje
jaMuM 3a UEHTUTeT HalllMX cepBepa (CTyAeHTCKU cepBucH, Moodle, bexxruHa mpesxa....).
[Towto cepruduKar Hauler JOKaJHOT CepTU(PUKALIMOHOT ayTopuTeTa HHUje [e0 WHCTalaluje
OIepaTUBHOI CHCTeMa KODHUCHUKA, y TIOYeTHOM CTamy, OlepaTMBHM cucTeM Hehe mohu ca
curypHouthy fja yTBpAU WAEHTUTET Halller cepBepa.
[Tpobsiem je y TOMe ILITO OrnepaTMBHU CHCTEM CMarpa Jia 3a W/JeHTUTeT cepBepa jaMuu Teso Koje
HYje Nperno3HaTo Kao BaauAaHu CA ayTopuTer.
[TpunukoMm rmokyiaja kpeupawa nmppoBaHe TLS cecuje, Beb mperiesau he opbdutu Besy ca
CepBepoM U IpUKa3aTyé KOPUCHUKY CTPAHULy Ca IPEeIIKOM.
Kako 6u omepatvBHM cHCTeM CMaTpao je AWrMTanHy nornuc Hauer CA ayTopuTeTa Ba/iujaH,
NoTpebHO je Ha COMNCTBEHO] pa/iHOj CTaHULM MWHCTaAUpaTd [AWTUTaTHU CepTHU(UKaT Haller
CepTU(UKALIMOHOT ayTOpUTeTa.

MHcTanayunja Ha Windows onepaTuBHOM cUCTeMy

Y npumepy he butu objaurmeHa uHcTananyja Ha Windows oriepaTUBHOM CHCTEMY.
CepTudukar kKoju ce yBe3e Ha OBaj HauuH je BasivziaH u 3a Inernet Explorer, Google Chrome, kao u
3a TojiellaBambe SeXXUUHe Mpexke y 1Ko, Ako ce Kopuctu Mozilla Firefox, motpebuu cy goparau
KOpally KOju Cy 06jalllibeHu y I0KYMEHTY.

Kopauu y niHctanauymju

Kopucrehu Heku o pereziaua Bed cazip>kaja (Hrip. Internet Explorer) motpebHo je mocetuTu
cTpaHuLy http://www.viser.edu.rs/viserca.



http://www.viser.edu.rs/viserca
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1. Ha crpanuiy je notpebHo n3sabparu npsy Be3y (,,CA ceptudukar Bucoke mikose

eJIeKTPOTEXHUKe U pauyHapCcTBa“), a 3aTiM OTBOpUTH (omiyja ,,Open*) npeysetu dajn
,vetsrootca.crt®.
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Hnyctupayuja 1: CitipaHuya 3a tipeyaumare cepiuugukaiua

2. Haxkon oTBapasmsa ¢ajiaa npukasahe ce ,,Certificate“ gujanor nposop kao Ha ciumim, ca
ornyjom ,,Install Certificate“ kojy Tpeba nzabparu

L 1L W | BEVILAIAGO LRI Ig0
Certificate @
General | Details | Certification Path

(3§} Certificate Information

This CA Root certificate is not trusted. To enable trust,

install this certificate in the Trusted Root Certification
Authorities store.

Issued to: vetsRootCA
Issued by: vetsRootCA

Valid from 9. 6. 2006 to 6. 6. 2015

Install Certificate...| | I

Issuer Statement
Learn more about £

Hnycuipayuja 2: Otusapatrbe
gaitotueke ca ceptiugukaitiom
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3. Hakon usbopa onuyje ,,Install Certificate, mokpenyhe ce uapobmwak 3a UHCTaMALM]jy
ceptudukara. [TorpebHo je uzabpatu omiujy ,,Next”

Certificate |'=

General | Details | Certification Path

.
Certificate Import Wizard (=l

Welcome to the Certificate Import
Wizard
This wizard helps you copy certificates, certificate trust

lists, and certificate revocation lists from your disk to a
certificate store.

y
=

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to estabiish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Mext.

Hnyctupayuja 3: Yapobmwak 3a
uHctuanayujy

4. Y cnenehem Kopaky motpebHo je n3abpatu ckiaguiite ceprrdukara. [logpasymeBaHo je
u3abpaHa omuja ,,Automatically select....“, o He Tpeba kopuctuTy, Beh je morpebHo
uzabparu onyjy ,,Place all certificates in the following store®, a satum uzabparu
Tacrep ,,Browse“ kako bu u3abpanmu ckiaguimre.

LNIT A SMCOKA KON efIEKTPOTEXHVKE N pavyHapcTBa CTPYKOBHH
Certificate [=]
General | Details | Certification Path
 |eleKIpOTeXHMKe U padyHApCTBA
Certificate Import Wizard =

Certificate Store

Vparse cepTHhUKaTa

Certificate stores are system areas where certificates are kept.

Select Certificate Store ==
Windows can automatically select a certificate store, or you can specify a location for
the certificate. Select the certificate store you want to use.
) Automatically select the certificate store based on the type of certificate
@ Place al certificates in the following store 1 Personal o
Ml Trusted Root Certification Authorities| -
Certificate store: *| Enterprise Trust 3

Browse... | Intermediate Certification Authorities

| Trusted Publishers
Iintriisted Certifirates
m

b

«

[CIshow physical stares

Learn more about certificate stores
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Hnycuupayuja 4: U3bop uctipagHol ckaaguwiua

Ogaj ceptuduKar je norpedbHO UHCTaIMPaTH Mel)y KopeHe cepTU(UKaLOHe ayTOPUTeTe O]
noBepema, na dupamo ,, Trusted Root Certification Authorities*, a 3artu usbop
rmotBauMo ca ,,OK*.
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5. AKxo je u3abpaHo UCIPABHO CK/IAMILTE Ka0O Ha CJIMIM, TTOTPebHO je nzabparu ,,Next*

Certificate

g

General | Details | Certification Path

Certificate Import Wizard ==

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
(@) Place all certificates in the following store

Certificate store:

Trusted Root Certification Authorities

Learn more about certificate stores

< Back ][ Next > ][ Cancel

Hnycuipayuja 5: Ckaaguwiue CA og
uosepema

6. HakoH 11TO je yapobmak MNPUKYIHO CBe TToTpebHe UH(OpMaliUje, TTprka3ahe ce Tpo30p Kao
Ha cimiy. [TotpebHo je usabpatu ,,Finish“

Certificate ==

General |Deiails I Certification Path

Certificate Import Wizard =)
Completing the Certificate Import
Wizard
]
,r @J The certificate will be imported after you dick Finish.
o 3
L'.-:;:;/‘ ‘You have spedified the following settings:
(Certificate Store Selected by User [RTH X al da 3 il
Content Certificate
< n 2
L
[ < Back “ Finish ] [ Cancel

Hnycwipayuja 6: 3aspwetuak paga
uapobraka
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7. HaxoH yB03a, TOTpebHO je jolll je[HOM /10aTHO MOTBAUTH YBO3 CepTU(UKaTa

Security Warning J
You are about to install a certificate from a certification authority (CA)
I claiming to represent:

vetsRootCA
‘Windows cannot validate that the certificate is actually from
"vetsRootCA", You should confirm its origin by contacting
"vetsRootCA", The following number will assist you in this process:
Thumbprint (shal): 1F661FES 2E3ECT56 363051F5 7494 ABSE D50DIGAR
Warning:
I you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. If you click "Yes" you acknowledge this
risk.
Do you want to install this certificate?

Hnycwipayuja 7: Ilowshusarse yso3a

cepiuugukaiua

[TorpebHo je nzabparu onujy , Yes“

HakoH oBux kopaka Moryhe je be3 yrno3opaBajyhux rnopyka KOpUCTH YC/IyTe LIKOJIe KOju 3aXTeBajy
TIOTBAY UJeHTUTeTa cepepa, kopuctehu Google Chrome unu Internet Explorer.

MHcTanayuja 3a Mozilla Firefox npernegau

Firefox KopuCTH COTICTBEHO UHTEPHO CK/Ia/IUIITe cepTUdUKaTa 1a je morpebHo yBect CA
ceptuduKar Bucoke 11kose y Hera.

Kopauu y nicranauuju 3a Mozilla Firefox

Kopucrehu Mozilla Firefox, morpebHo je mocetutu crpanuily http:/www.viser.edu.rs/viserca, a

3aTuM u3abparu Be3y ,,CA cepTudukar Bucoke 111kose efleKTpoTeXHUKe 1 pauyHapcTBa“. HakoH

Tora, nperiefau he orsoputH Aujasnor npo3op ,Downloading Certificate“, kao Ha cuiu:


http://www.viser.edu.rs/viserca
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U Connecting x |+
€ | @ wwwviseredurs/viserca B - Google Pl

@ BUcOKa LWKOMA eNeKTPOTEXHUKE U payyHapeTBa CTPYKOBHUX cTyAMja

CA cepmudurar Bricoke mroie eIeKTPOTEXHNEE i DEHVHADCIEA
Downloading Certificate =

by
2IVICTEO 3AMKIG v, have been asked to trust a new Certificate Authority (CA).

Do you want to trust "vetsRootCA" for the following purposes?
V] Trust this CA to identify websites.

/] Trust this CA to identify email users.

Trust this CA to identify software developers.

Before trusting this CA for any purpose, you should examine its certificate and its policy and
procedures (i available).

View Examine CA certificate

Hnyciupayuja 8: Tlpeysumare cepiuucpukaiua 3a Mozilla Firefox

Y OKBUpY AWjasior mpo3opa, oTpedHo je uszabpatu cee Tpu omnmuje: ,, Trust this CA to...“ a 3atum
uzabpartu ,,OK*.

HaxkoH oBor kopaka mMoryhe je 6e3 yro3opaBajyhrx nopyka KOpUCTU yCiiyTe IIKOJe KOjU 3aXTeBajy
TIOTBAY UJeHTUTeTa cepBepa, kopuctehu Mozilla Firefox.
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